
December 2011 



Research Questions 

 Can we leverage ham radio resources to 

support BHEPP (*) communications? 

 Can we use the ham radio technologies 

to communicate CRITICAL DATA 

beyond an Internet/phone 

communications blackout zone? 

 

(*) BHEPP = Bethesda Hospitals’ Emergency 

Preparednes Partnership (http://www.bhepp.org) 

http://www.bhepp.org/


Digital Amateur Radio 

 Pros: 
 Not critically dependent on local infrastructure. 

 Cheap. 

 Always available. 

 Free technical support available from many 
“hams”. 

 Can be used for analog voice too. 

 Cons:  
 Slow. 

 Still depends on electricity. 

 Requires expertise and (during non-
emergencies) a license to operate. 
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Why digital ham radio? 

 Voice communications depends on 
counterpart listening while communication 
takes place. 

 Digital services can do automatic “store & 
forward + retry” of messages. 

 Hospitals needs to transfer accurate DATA. 

 Multiple EOC staff can send messages to 
multiple counterparts at the same time. 

 Internet Email can help. 



MARS collaboration 

 Military Auxiliary Radio System. 

 Builds on amateur radio but subject to Military 
discipline.  

 Staff trained on emergency communications. 

 Their mandate is to serve the military, the 
emergency community and the general public 
during emergencies. 

 Dedicated set of resources. 

 MARS frequencies not subject to the same 
FCC restrictions (e.g., can be used by 
employees for training purposes). 



Key Resource: Winlink 2000 
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Winlink 2000 HF Nodes 
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Our Expanded WL2K Model 

 Three hospitals can transparently share single 
radio-email station. 

 Enables HICS role-based email communications. 

 Web-based email interface. No special software 
needed in user computers other than web browser. 

 Provides full-featured local email capabilities. 

 Implements bandwidth control strategies for radio 
email 
 Text-messaging treatment, separate local and radio-email 

functions, destination limitations, compression. 

 Developed communications server with mgmt. tools. 

 Can operate on MARS or Ham radio bands. 



Two implementation types 

 Infrastructural: a “permanent, always-

ready” communications service for all 

hospitals. 

 

 Portable: same software, portable 

hardware to support a local EOC/HCC 

or a team in the field. 
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Prototype BMERS Base Station 
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Portable Implementation 
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Prototype BMERS Portable Station 
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Radio-Email User Interface 

* It only requires a standard web browser to use 



Field Exercises 

 Exercises in NIH campus: simulated support to 

NIH backup EOC at NIH Fire station 

 Exercises at NNMC 

 CMAX/Capital Shield demonstrations 



CMAX/Capital Shield Demos 



Development Status (Dec ’11) 

 BMERS V0.9 software in beta-test phase. 

 Installation and architecture guides are 
being updated. 

 Hardware implementation manual under 
preparation. 

 Exercises+training will be conducted in the 
Spring. 

 Enhancing power system, portable station, 
base station’s emergency power and 
antennas. 

 



Questions? 

 

Contacts:    

 Victor Cid, W3CID/AUX3AH, vcid@nlm.nih.gov 

 Andrew Mitz, WA3LTJ, Andy.Mitz@nih.gov 
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